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shared,remote servers isexpectedto riseas the

demand forcomputingpower increases.This raisessome

crucialquestionsabout security:For instance,can we per-

form computationson data storedin the "cloud" without

lettinganyone elsesee our information?

Research carriedout at the Weizmann Instituteof Sci-

ence in Rehovot and the Massachusetts Instituteof Tech-

nologyismovingus closerto the abilityto work on data

while itisstillencrypted,givingan encryptedresultthat

can laterbe securelydeciphered.

Attemptingcomputationon sensitivedata stored on

shared servers leavesthat data exposedin ways that tradi-

tionalencryptiontechniquescan'tprevent.The main

problemisthatto manipulatethe data, ithas to be first

decoded. "Until few yearsago, no one knew ifthe

encryptionneeded forthissort of onlinesecuritywas

even possible,"saysDr.Zvika Brakerski,who recently

completedhis Ph.D. under Prof.ShafiGoldwasser of the

computerscience and appliedmathematics department.
In ,9002however, doctoralstudent at StanfordUni-

versitynamed CraigGentryprovidedthe firstdemonstra-

tionof so-calledfullyhomomorphicencryption(FHE).His

originalmethod was extraordinarilytime-consumingand

unwieldy,makingithighlyimpractical.Gentryconstruct-

ed hisFHE systembyusingfairlysophisticatedmath

based on so-called"ideallattices,"and thisrequiredhim

to make new and unfamiliarcomplexityassumptionsto

prove security.Gentry'suse of ideallatticesseemed inher

ent to FHE;researchersassumed that

theywere necessaryforthe server to

performsuch basicoperationsas addi-

tion and multiplicationon encrypted
data.

Brakerski,togetherwith Dr. Vinod

Vaikuntanathan (who was Goldwasser's

student at MIT),surprisedthe computersecurityworld

earlierthisyear with two scientificpapers in which they
described severalnew ways of makingfullyhomomorphic

encryptionmore efficient.For one thing,theymanaged
to make FHE work with much simplerarithmetic,which

speedsup processingtime. And surprisediscovery
showed that mathematical construct used to generate
the encryptionkeyscould be simplifiedwithout compro-

misingsecurity.Gentry'soriginalideallatticesare theoreti-

calcollectionsof pointsthat can be added togetheras

in an ordinarylatticestructure and alsomultiplied.But

the new researchshows that the latticedoes not have to

be ideal,which simplifiesthe constructionimmensely.
'The factthat itworked was somethinglikemagic,and it

has challengedour assumptionsabout the function of the

ideallatticesin homomorphicencryption,"says Brakerski.

Their resultpromisesto pave pathto applyingFHE in

practice.Optimizedversionsof the new systemcould be

hundreds or even thousands of times fasterthan Ger

try'soriginalconstruction.Indeed, Brakerskiand Vaikun-

tanathan have managed to advance the theorybehind

fullyhomomorphicencryptionto

These mightinclude,forinstance,

securingmedical information for

research: thirdpartycould perform

largemedical studieson encrypted
medical records without havingaccess to the individuals'

information
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